
 
October 1, 2019 

 
Dear Members of the Illinois General Assembly: 
 
This notification is being made under the Illinois Personal Information Protection Act, Section 25 which requires that a 
notification of a breach of written materials must be reported within five business days of the discovery to the Illinois 
General Assembly. 
 
On Thursday, September 26, 2019, Northern Illinois University [NIU]’s Division of Information Technology confirmed its 
detection of a data breach from NIU’s College of Education’s Department of Special and Early Education [SPEED]. Earlier 
that week SPEED’s Office Manager, instead of emailing a blank Personal Data Form, mistakenly emailed a current 
employee’s completed Personal Data Form to two (2) job applicants. A blank Personal Data Form is appended below for 
reference. 
 
The personal data breach included: 

• First and Last Name 

• Social Security Number 

• Birthdate 

• Direct Deposit information including: Financial Institution, Account Number, Routing Number 

• Gender 

• Ethnicity 

• Citizenship 
 
An Incident Response Team (IRT) was formed according to standard procedures laid out in NIU’s Investigation and 
Information Incident Response Guide and led by NIU’s Chief Information Security Officer [CISO].  

1. After conducting an investigation to confirm the breach, the CISO notified the University Privacy Officer, the 
Office of General Counsel, the SPEED Department Chair, and the Dean of NIU’s College of Education. In a 
separate message, the CISO notified the employee responsible for the breach.  

2. The College of Education has contacted the two job applicants who mistakenly received the personal data and 
has asked them to destroy the information. 

3. The CISO and his team of Security Analysts will work together with the College of Education to prevent future 
breaches of this type including, but not limited to, pointing new job applicants to the form’s link on the NIU 
website instead of emailing blank copies. 

 
Written notification of the breach will be sent on Wednesday, October 2, 2019 to the NIU employee whose personal 
information was inadvertently breached.  
 
NIU is vigorously committed to protecting the personal data of its employees and will continue to implement processes 
and procedures to avoid such unfortunate incidents in the future. 
 
Sincerely, 
 

 
Matthew Streb 
Chief of Staff to the President 
Northern Illinois University 
1425 West Lincoln Highway 
DeKalb, Illinois 60115 
  



 


